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Abstract

Background/purpose. In the first quarter of the twenty-first
century, unprecedented developments in technology began to
revolutionize ‘modern’ society and started the era of Industry 4.0,
which is characterized by the rapid integration of the newest
technologies such as the Internet of Things (loT), smart
technologies, and artificial intelligence (Al) into every aspect of life.
Educational institutions, as open social systems, have strongly felt
the pressure of changing their pedagogies and practices in
response to the demands of Industry 4.0. This has given impetus to
the emergence of Education 4.0, which has required redesigning
the teaching-learning processes to meet the paramount and
multifaceted demands of the digital era while achieving a balance
between external demands and the science of pedagogy. Realizing
this mission has not only become a crucial task for educational
leaders but also emerged as a critical measure of effective
leadership in the new era.

Materials/methods. This paper builds its argument over the
existing literature on the interplay of technology and education and
offers some perspectives on the changing roles of leaders,
particularly in higher education context, facing the rapid
technological revolutions surrounding the current universities.

Results. In the age of Al, it is crucial that educational leaders must
have flexibility, agility, and productivity as well as develop their
communication, collaboration, critical thinking, creativity,
problem-solving, and entrepreneurship competencies. They should
also act as digital leaders to enable a digitally-enhanced learning
community in the university through establishing a culture of
innovation built over the values of openness, transparency,
customer centricity, freedom to experiment, diversity, inclusion,
trust, and sustainability.

Conclusion. In the new era, educational leaders must be aware of
their key role in discovering the benefits of novel technologies on
one side while devising measures and strategies to tackle their risks
on the other.
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1. Introduction

Throughout history, humanity witnessed moments that were deeply transformative, shaking the
foundations of their culture, lifestyles, politics, and economics (Henriksen et al., 2021). Starting from
the late twentieth century, we have been witnessing such immersive moments of technological
breakthroughs. In the first quarter of the twenty-first century, unprecedented developments in
technology began to revolutionize the ‘modern’ society and started the digital era (Hodson, 2018;
Hoehe & Thibaut, 2020). Some of the mind-blowing scenes that were once presented in sci-fi films
have already become the reality of our lives, while some are just around the corner.

The invention of computer and internet technologies during the twentieth century has brought
about the phase of ‘Industry 4.0°, which is characterized by the rapid integration of the newest
technologies such as the Internet of Things (loT), connected objects, smart technologies, machine
learning, and artificial intelligence (Al) into every aspect of life (Joseph & Hamilton-Ekeke, 2016). This
new era of technological innovations has transformed operations in many fields, and education is no
exception.

Educational institutions, as open social systems, have strongly felt the pressure of changing their
pedagogies and practices in response to the demands of Industry 4.0 (Anggraeni, 2018; Adiguzel et
al., 2023; Al-Dosari et al.,, 2025; Kin & Kareem, 2019), which has given impetus to the emergence of
Education 4.0. This rising paradigm in the field of education has been built upon two fundamental
premises: if schools were to realize their mission of providing an education that aligns with the needs
of future generations, (1) tools like loT, virtual reality (VR), augmented reality (AR), and Al must be
integral part of education, and (2) new pedagogies must be developed to equip students with the
skill set they will need during or beyond Industry 4.0 era (Cetin & Karsantik, 2022; Gonzalez-Pérez &
Ramirez-Montoya, 2022).

Considering that ‘almost 65% of children entering primary schools today will ultimately work in
new job types and functions that currently don’t yet exist” (World Economic Forum, 2016), it becomes
crucial to redesign current education systems so that they can offer the personalized, inclusive, and
lifelong learning experience that is essential to develop todays’ students as the citizens of a future
society; one that is likely to witness even greater and faster changes than we currently assume
(Advani, 2023). Despite the current ‘coexistence of the digital world with the analogue world” (Huk,
2021), the new developments in machine learning and Al technologies, particularly the recent birth
of Al-based generative chatbots (e. g. ChatGPT) or robotic systems carry significant implications for
Education 4.0 with their strong potential to facilitate personalized and adaptive learning via their
capabilities of predictive modelling and learning analytics (ipek et al., 2023; Malynovska, & Smyrnova,
2023). Al can also support the transformation of the content, curriculum, and management of
education (Kin & Kareem, 2019).

Under these circumstances, Education 4.0 necessitates a paradigm shift that is attained by the
collaborative efforts of various agents in the field of education and calls for the integration of digital
technologies into organizational processes, pedagogies, instructional practices, professional
development activities, and teaching/learning infrastructure (Gonzélez-Pérez & Ramirez-Montoya,
2022). However, it should also be noted that these technologies provide extraordinary facilities to
support education on the one hand while raising unforeseen challenges that cannot be ignored on
the other (Hodson, 2018). The technological breakthroughs we are witnessing today are like a double-
edged sword with inconceivable promises and threats not only at present but also in the foreseeable
future (Henriksen et al., 2023).

This changing context of educational institutions once again underlines the significance of
leadership in creating an environment that facilitates Education 4.0 (Advani, 2023), an idea that first
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flourished in organizational literature as Leadership 4.0. Equipping students with the competencies
essential for a quality life and enabling the growth of society by this means is one of the fundamental
duties of schools (Pata et al., 2022). The evidence from an abundance of research on educational
leadership points out that leadership is a significant component of turnaround schools (Hitt &
Meyers, 2018), and the educational leader is the ‘key figure in the individual school’s development,
either blocking or promoting changes, acting as the internal change agent, overseeing the processes
of growth and renewal’ (Huber & West, 2002, p. 1072). The evidence also supports Evers and
Lakomsky’s (1996, p. 72) earlier notification that schools are ‘made up of intricate nets of complex
interrelationships that crisscross formal positions of authority and power, carry knowledge and
expertise in all directions, not just downwards’. As such, empowering all school staff to become
transformative agents strengthens the school's capacity for change (Daniéls et al., 2019). In sum,
educational leaders matter as the leader of leaders in the institution, but the real transformation
comes with the collective leadership capacity and the collaborative efforts of everyone engaged in a
shared vision and commitment to change (Hallinger, 2003; Ozdogru et al.,, 2025). From this
perspective, educational leaders influence and mobilize others in pursuit of this goal (Hitt & Tucker,
2016) while leadership is enacted ‘through relationships between and among individuals’ to promote
the identification of all school community with this vision and goals towards meaningful change’
(Leithwood, 2012, p. 3). In brief, ‘education leadership is enacted by many different kinds of
individuals; it comprises many functions and actions that operate contingently in a wide variety of
contexts’ (Riehl, 2015, p. xx).

Unlike management, the need for leadership usually emanates from a strong and urgent need
for transformative change. Leading the change process through making strategic decisions, defining
change-oriented strategies, and creating a culture of collaboration and innovation is what makes the
difference (Oliveria & Saraiva, 2023). In the new context of education, achieving a balance between
the external demands and the science of pedagogy while redesigning the teaching-learning processes
to meet the paramount and multifaceted demands of the digital era has not only become a crucial
task for educational leaders but also emerged as a critical measure of effective leadership (Kin et al.,
2020; Omar & Tai, 2019).

2. The Changing Context of Education

Education has been taking place in an environment entwined with technology for quite a long
period. The potential benefits of technology-enhanced instruction in technology-integrated
classrooms have been advocated since the invention of computers and the internet (Yang & Wu,
2012). Research has supported this idea by revealing that recent technologies facilitate the quality of
instruction and student learning by several means (Busalim et al., 2019; ipek et al., 2023; Liu et al.,
2017; Morgado et al., 2025). Considering the convenience and diverse functions of digital
technologies to promote knowledge sharing, information processing, collaboration, and
communication, they have also become essential means of equipping students with twenty-first-
century skills (Senthil, 2018).

Two historic moments experienced recently, however, have increased awareness of the
inevitable interference of advanced technologies in education, with all its pros and cons. One of these
moments was the COVID-19 outbreak that immensely affected societies all over the world (Karakose
et al.,, 2023). Nationwide lockdowns imposed to prevent the spread of the disease entailed
emergency remote teaching, which promoted the use of several internet-based technologies
instantaneously and accelerated the digitalization of teaching and learning environments (Fullan et
al., 2023; Garcia et al., 2023). The COVID-19 circumstances also instigated the use of digital
technologies such as mobile phones, laptops, or social networking sites more extensively in daily life
and changed the way people interact with them (Li et al., 2021; Meng et al., 2022). This new situation
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prompted the idea that it might be high time to transform traditional approaches to student learning,
assessment, and growth (Elbanna & Armstrong, 2023; Wong & Ng, 2022) if schools are to realize their
mission of preparing younger generations for the future.

The second groundbreaking moment, initiated by the developments in machine learning and
artificial intelligence, was the release of Al-based chatbots, particularly OpenAl’s ChatGPT. Quickly
after its release, it attracted the attention of millions with its great performance in various tasks such
as nationwide exams, code-generation, and augmentation, writing texts, or generating answers to
analytical questions on several subjects (Frieder et al., 2023; Noever & McKee, 2023; Ouyang et al,,
2022). With its capability to perform tasks that normally require human intelligence, to engage in
personalized conversations through remembering the content of previous discourses, and taking the
context, tone, needs, or preferences of the user into consideration (Farrokhnia et al., 2022; Michail
et al., 2023), ChatGPT has started much debate in all fields, including education. While being cautious
about its potential risks in the face of enduring traditional methods of teaching and evaluation (e. g.
academic dishonesty, cheating, misguidance, or misinformation), educational scholars have
underlined several benefits of Al-based chatbots to facilitate learning in the current and forthcoming
society (Adiguzel et al., 2023; Luo et al.,, 2023; Murad et al., 2023), as well as bringing ‘novel
opportunities for educational transformation’ (Zhai, 2023, p. 1).

With the advent of Al-based technologies, changing the landscape of education has become a
hot topic among scholars and practitioners, which focuses on a broad and systemic transformation
in educational objectives/purpose, teaching/learning processes, materials and methods, assessment,
and evaluation (Zhai, 2023). Despite this awareness, though, schools have not yet embraced current
technologies as much as students, parents, teachers, and other stakeholders have incorporated them
into their daily lives (Riveros, 2015). Although the current student population is called ‘digital natives’
who were born into ‘a media-rich, networked world of infinite possibilities’ (Suleimanova et al., 2020)
and they are ‘no longer the people our educational system was designed to teach (Prensky, 2001, p.
1), many teaching methods and patterns of communication used in ‘modern’” schools are still rooted
in the paradigms of the industrial revolution (Industry 1.0) (Sheninger, 2014). We can even witness
once again a huge gap between the science of pedagogy and the actual teaching in schools,
‘pretending that a 2000-year-old method of teaching is [still] the best way to teach’ (Henriksen et al.,
2023).

Indeed, we cannot meet the demands of the future with the solutions of the past. Traditionally,
the main goal of education was knowledge transfer and socializing students to fit into society.
However, today’s digital technologies provide easy and broader access to knowledge (e., chatbots,
search engines), which fundamentally strikes the first goal. In addition, these technologies have
brought about diverse means of communication and connections (e.g., social network sites and
blogs), which strike the second goal of changing the way students socialize. With the advent of Al
technology, the basic goals of traditional education, such as knowledge transfer or the development
of basic skills (e., reading and writing), can already be achieved by these intelligent machines (Zhai,
2023). As a result, we have to acquiesce that today’s students ‘learn in different ways and have
different experiences with technology compared to many of their teachers and most of their
administrators’ (Levin & Schrum, 2014, p. 640), and they will lead their lives in an era that will likely
be different from the one they are educated in.

Educational systems are currently making inroads into what Iloméki and Lakkala (2018) called a
‘slow revolution’. During this stage, schools are using these technologies to support existing teaching
methods, such as developing materials, visualizing content, or sharing information. The observed
changes are quite small, such as replacing some routines or making minor changes in some practices,
but the goals and content of teaching remain the same. However, schools, as the triggers of social
growth, need to go beyond this slow adaptation process and put effort into a more ‘active
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transformation’, which requires the collective efforts of educational leaders, teachers, and principals
to plan and change the curriculum and instruction as well as use digital technologies in ways that
facilitate their efforts (lloméaki & Lakkala, 2018).

Another significant point is that the intelligence of machines is ‘artificial’ and cannot go beyond
the capabilities of human beings. They can access and process huge amounts of data in a matter of
seconds, but they do not have soft skills such as creativity and critical thinking (Gonzalez-Pérez &
Ramirez-Montoya, 2022), nor can they simply automate human social intelligence and emotional
connections such as empathy or flexibility (Fullan et al., 2023). As Fullen (2021, p. 24) articulated,

machines and their Al. We have already seen that machines are not as great as some people
think they are, but they can be intimidating as we face their colossal computational power. We have
overestimated machines and underdeveloped social intelligence.

This has significant implications for designing Education 4.0. In the current circumstances, Al
technologies have already proven their computational power to replace people in various tasks, such
as data collection and mining, calculation, processing large documents, writing codes, poems, stories,
drawing, painting, and fine-tuning pictures (Taecharungroj, 2023). Therefore, in the new age, schools
need to give up focusing on developing skills that can already be done by machines and focus on
facilitating genuine and unique human skills (Branson & Marra, 2020). Considering that Al cannot
‘replace complex human decision-making, especially in situations that require the integration of
emotions, experience, and scientific knowledge, [e]ducation should prioritize the cultivation of
students’ creativity and critical thinking skills so that they can adeptly tackle and solve diverse
problems in the environment, resources, economy, politics, and other areas of future life’ (Zhai, 2023,
p. 2).

This brings us to the twenty-first-century skills defined as essential skills for the success of the
future workforce in the wake of the century (Figure 1). The Partnership 21, a nonprofit organization
founded by the collaborative efforts of governments and businesses, developed a framework to
define the twenty-first-century skills which include three basic competencies:

| Life skills flexibility and adaptability; initiative and self-direction; social and intercultural
skills; productivity and accountability; leadership and responsibility),

Il. Learning skills, creativity and innovation, critical thinking, and problem-solving;
communication and collaboration (4Cs)

[ll. Literacy skills: information literacy, media literacy, ICT literacy

The newest developments in digital technologies and Al have underlined the significance of these
skills once again, not only as the backbone of the Industry 4.0 workforce but as a sine qua non of a
fulfilling life in the foreseen digital society (Branson & Marra, 2020; Kaufman, 2013; Silva, 2009).
Education 4.0 requires that these skills essentially become an integral part of the national curricula
and be targeted by all the agents in schools (Larson & Miller, 2011).

It has now become an obligation rather than a preference to transform the current technology-
referenced learning environment to a technology-enhanced learning community where digital tools
increase the possibilities to assist students in achieving their full potential (Zhong, 2017), and foster
the development of core, contextual and digital competencies as a whole (van Laar et al., 2017). As
Noh and Karim (2021) stated, this could only be achieved with a design-thinking mindset that
incorporates collaboration, experimentation, prototyping, empathy, optimism, and, most
importantly, the mindfulness of these processes into every aspect of education.
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Figure 1. The P21 Framework for twenty-first-century skills.
Source: https://www.battelleforkids.org/networks/p21

While the implementation of Al has a strong potential to revolutionize education, producing
positive educational outcomes necessitates more than merely employing advanced Al technologies
(Castaneda & Selwyn, 2018). The incorporation of technology should be closely aligned with theories
of learning, guiding both instructional design and technological progress (Bower, 2019). According to
Zheng et al. (2021), Al-enhanced learning can be realized via the interconnected use of Al
technologies, educational content, and pedagogical methods. In addition, while developing Al-
enhanced learning activities, educators and professionals should consider six essential components
to attain the desired learning goals: students, context, tasks, pedagogical strategies, methods of
interaction, and the application of Al technologies (Adiguzel et al., 2023; Al-Azzam & Al-Oudat, 2025;
Alkandari, 2025; Zheng et al., 2021). The true and versatile use of digital technologies in Education
4.0 also requires the development of four elements in the school community: learning
environment/student learning, teachers’ professionalism, partnerships/networking, and leadership
(Homaki & Lakkala, 2018; Karakose et al., 2025a; Korhonen et al., 2014).

A common concern after the release of advanced technologies such as Al has been whether
people will lose their jobs or these technologies will replace them with their outstanding
performance. The same argument is occasionally made in the context of education, and people
wonder whether robots with Al could replace teachers or educational administrators. However, as
Mondal et al. (2023) once iterated, they could be only ‘complementary to human teachers rather
than a substitute’ (p.203), and they do not make teachers redundant but charge them with new roles
and responsibilities. In the new context, teachers have ‘become facilitators of learning, rather than
repositories of cultural wisdom’ or knowledge (Kin et al.,, 2020, p. 4), inasmuch as designing
personalized instruction that caters to the unique and changing needs of their students (Brown-
Martin, 2018). To this end, students should no longer be viewed as the recipients of information but
should be guided to seek and use knowledge in support of their own learning goals. Teachers could
achieve this by making use of technological tools to make data-informed decisions about their
students’ progress, to provide students with a personalized experience of learning where students
actively take part in designing the content and pace of their learning, to offer differentiated
instruction that caters for the diverse needs of students, to provide customized and instant feedback
to students both in and out of class, and to encourage peer collaboration and students’ ownership of
their learning. In brief, teachers should have the skills and knowledge of new technologies which can
facilitate the aptitude, effort and learning environment of students as the three pillars of successful
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learning (Robinson et al., 2013), and support each student’s learning by providing personal
counselling and assistance in their becoming autonomous learners (Paz-Albo, 2017).

It is a widely accepted notion that ‘an educational innovation succeeds or fails with the teachers
who shape it’ (Lieberman & Pointer Mace, 2008), which also holds true for the case of the digital
revolution of the educational landscape. This requires teachers to act both individually and
collectively as change agents, initiators of innovation, and pursuers of professional development so
that they can offer technologically mediated solutions to the complex needs of students.

3. Educational Leadership 4.0

Assuming that we all agree that Education 4.0 should target strengthening students’ capabilities
to act proactively and discerningly within the world of Al, the position and roles of educational leaders
in this new educational landscape deserve closer attention (Fullan et al., 2023). Research in the
educational leadership field has so far evidenced the significant role of educational leadership in
student achievement, mostly indirectly through its impact on teacher and school-level variables (Sun
& Leithwood, 2012; Ozdemir et al., 2022). Studies show that educational leaders improve the
effectiveness and performance of schools by increasing the commitment and satisfaction of teachers,
enhancing their professional development, and creating a culture of trust and collaboration at school
(Leithwood et al., 2020; Robinson et al., 2008). Educational leaders also have a critical role in
promoting a culture of change and innovation by employing a smooth process of change that
incorporates the efforts of all agents.

Education 4.0 requires an instant paradigm shift that would challenge the purpose, content,
methods, and procedures of education accepted and practiced in schools for quite a long time. In
such a context, the role of strong leadership attuned to the expectations of Education 4.0 becomes
even more significant (Guzman & Lewis, 2020), given that the concept of leadership is already
associated with change, unlike management, which is more transactional in nature. In the leadership
literature, scholars have reached a consensus that there is no one perfect leadership style, but the
type of leadership required is determined by the interplay among the characteristics of the context,
the followers, and the leader. Therefore, determining the leadership competencies necessary for the
successful adaptation of schools to Education 4.0 can be a good starting point (Cetin & Karsintik,
2022; Karakose et al., 2025b; Kin & Kareem, 2019).

As Eberl and Drews (2021) underline, ‘the challenge to digital transformation is not the
availability of technology, but developing new leadership competencies’ (p. 225). In the face of abrupt
and drastic changes, flexibility, productivity, and agility are considered fundamental qualities for
educational leaders to be able to act effectively in response to these changes (Oliveria & Saraiva,
2023). As suggested by Ghamrawi et al. (2024), such agile leadership, which incorporates elements
of crisis management, constant professional development, and improved collective capacity of the
school community, has become crucial in leading Education 4.0. successfully.

In addition to these basic qualities, educational leaders are expected to have certain
competencies, most of which align with twenty-first-century skills. Kin and Kareem (2019) list eight
essential competencies: communication, collaboration, critical thinking, creativity, innovation,
decision-making, problem-solving, entrepreneurship, and technology. Similarly, Raksanakorn et al.
(2022) summarize these competencies under four categories: problem-solving and decision-making
skills, creative thinking skills, emotional intelligence, and interpersonal skills.

In another framework, Kin et al. (2020) identified eight core competencies for sustainable
leadership in the Education 4.0 era (Figure 2). Leadership for learning is positioned at the center of
this framework, which is surrounded by six core competencies; critical thinking, communication and
ethics, collaboration, decision-making and problem-solving, entrepreneurial, and digital dexterity.
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Emotional intelligence surrounds the whole framework as an essential component of all the other
competencies. In leadership for learning, the two core tasks of schools — teaching and learning — are
placed ‘at the center of technology integration efforts to maximize the possibilities of digital learning
spaces’ (Richardson & Sterrett, 2018, p. 611).

Two prominent leadership scholars, Harris and Jones (2023), state that ‘leadership is
fundamentally about making deep human connections and having compassion for others’. Indeed,
schools are placed within the juxtaposition of cultural, social, economic, and political relationships in
the wider society, and thus, emotions are often at play. In the face of the pressures of the constantly
changing environment, stress and strong emotional reactions are often observed. As such, the
emotional intelligence and communication skills of educational leaders become significant for
promoting emotional equilibrium and wellbeing in the school community (Gémez-Leal et al., 2022;
Kin et al., 2020; Moore, 2009).

Critical
Thinking

Entrepreneurial

Leadership
Competencies
in the Era of
Education

Decision Making
& Problem
Solving

Figure 2. Educational leadership competencies in the era of Education 4.0 (Kin et al., 2020)

As Education 4.0 urges schools to transform into a system based on collaborative and active
problem-solving rather than fixed procedures, keeping the channels of communication open,
engaging in transparent communication with the school community, and facilitating schoolwide
collaboration in decision-making and problem-solving become the key responsibility for the
educational leaders (Kin & Kareem, 2019; Tai et al., 2018). In the same vein, educational leaders’
emotional intelligence plays a vital role in supporting their reasoning and cognitive activities by
enabling them to manage and understand their own emotions as well as others’ (Doe et al., 2015;
Omer & Tai, 2018).

Since all transformation efforts in education aim to facilitate student learning and equip them
with the skills they will need in their lives, leadership for learning maintains its significance during the
new era. Based on the accumulated empirical results of the most effective leadership models on
student outcomes, the models of instructional, transformational, and distributed/shared leadership
were merged under the concept of ‘leadership for learning’ (Hallinger, 2011; Harris & Jones, 2019;
Wu & Shen, 2022). Educational leaders practice instructional leadership through supervising and
supporting instruction, collaborating with teachers, and promoting their professional development,
enhancing students’ learning experience (Gurr et al.,, 2007; Zhan et al., 2023). Transformational
leadership, on the other hand, aims at transforming schools into systems where the whole school
community collaborates to realize constant improvement and change (Leithwood & Jantzi, 2007).
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Transformational educational leaders promote change through four mechanisms: creating an
idealized influence toward a shared vision, providing teachers with individual support, inspirational
motivation, and intellectual stimulation to realize that vision (Anderson, 2017). As a result,
transformational leaders create a culture of change and innovation, eventually facilitating student
growth (Leithwood & Jantzi, 2005; Li & Karanxha, 2022).

As for the shared or distributed forms of leadership, the central role of the principal as an
educational leader is minimized. In contrast, the leadership roles and responsibilities are shared by
the school community. Considering the new context of schools that demands intensive work on
restructuring the traditional educational landscape, assuming all the responsibility on the shoulders
of the principal is neither rational nor sensible (Karakose et al., 2022). Therefore, building a
schoolwide, collective leadership capacity and supporting the leadership of teachers becomes the
central goal of leadership (Printy & Liu, 2021). In the new era, school improvement and effectiveness
necessitate more of a collective initiative than an individual one (Brown et al., 2020; Camburn et al.,
2003; Kin & Kareem, 2019).

Educational leaders’ being entrepreneurial is crucial since it gives them the sensitivity to observe
contextual problems before they get stagnant (Brauckmann-Sajkiewicz & Pashiardis, 2022;
Osiyevskyy et al., 2023). Critical thinking, on the other hand, helps educational leaders to view events
from different perspectives and search for the best solution (Meemar, 2018). When these qualities
are combined with creativity and innovativeness, it becomes easier for the school principal to
redesign existing methods, materials, and practices and to enable sustained innovation.

Considering that effective integration of novel technologies into all facets of education is at the
center of Education 4.0, educational leaders are expected to have the knowledge of these
technologies, and be a role model in applying them. In addition, the capabilities of educational
leaders to exploit existing or forthcoming technologies, e., digital dexterity, and embracing these
technologies as a means of facilitating teaching and learning become crucial for effective leadership
(Kin et al., 2020).

Oberer and Erkollar (2018) state, 'a significant challenge for Industry 4.0 is not only to find or
implement the right technology, it is also a lack of digital culture and skills in the organization’ (p. 5).
They also offer a leadership 4.0 model for a successful transformation. Accordingly, these leaders,
also called ‘digital leaders’, recognize the importance of people, technologies, and innovations, and
understand the mutual influence of human-machine interaction. With their developed personal skills,
open-mindedness, and knowledge of new technologies, digital leaders will likely achieve strategic
success in sustained digital transformation (Guzman et al., 2020; Oberer & Erkollar, 2018). Digital
transformation is, by all means, not confined to applying newer technologies but includes the
alignment of these technologies with the structure, culture, people, and tasks (Shin et al., 2023).
Therefore, the basic competencies elaborated earlier maintain their significance for effective digital
leadership. When applied effectively, digital leadership can make a difference in the era of Education
4.0 since it is agile, cross-hierarchical, team-based, and cooperation-oriented with a strong focus on
innovation (Guzman et al., 2020).

In the educational leadership field, digital leadership is defined as the leadership to bring about
change using digital devices (Hamzah et al., 2021), and digital leaders are expected ‘to mobilize,
implement, and absorb the use of digital devices as a medium of teaching and learning through
strategic planning aligned with the vision of the school’ (International Society for Technology in
Education (ISTE), 2023). Accordingly, the ISTEA Standard defines five dimensions of digital leadership
as visionary leadership, digital era learning culture, excellence in professional practice, systemic
improvement, and digital citizenship.
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As one of the prominent scholars who conducted some intensive work on digital leadership,
Sheninger (2014) identified five pillars of digital leadership: communication, professional
development and growth, rethinking classroom spaces and learning environments, facilitating
student engagement and learning, and discovering opportunities. By means of these, digital leaders
can leverage the use of technology in support of student learning (Lander, 2020). In a similar vein,
Karakose et al. (2021) found that digital educational leaders have five basic qualities: pertinent use
of digital technologies, support for digital transformation, support for technology-based professional
development, creating a digital learning culture, and having good managerial, interpersonal, and
digital skills. These results also stress that digital leadership is beyond having access to newer
technologies but necessitates building a vision and strategy of technology integration and conveying
this to the whole school community through establishing a new digital culture (AlAjmi, 2022; Shin et
al., 2023).

Considered as a whole, the scope of digital leadership extends from being visionary to creating a
digital learning culture, from emphasizing certain values to enabling continuous professional
development, from realizing systemic improvement and partnerships to enabling digital citizenship
(Table 1).

As summarized in Table 1, digital leaders first establish a vision for technology integration and
draw a clear plan to realize this vision with the participation of all educational agents, which is crucial
for building a shared vision. Concordantly, these leaders ensure the accessibility of new technologies
and act as a role model in utilizing these technologies in support of teaching and learning. At this
stage, it is also essential to promote professional development of not only teachers but also of
themselves to build a digital learning community. In the digital era, building strategic partnerships
and developing networks also emerge as significant means of supporting the school community in
their efforts to follow and integrate the latest technologies. Successful digital transformation could
better be supported by making these values an integral part of the new culture: diversity and
inclusion, sustainability, trust, freedom to experiment, openness, transparency, student centrality,
and a focus on teachers (Karakose et al., 2022; Zhong, 2017).

Table 1. Components of Digital Leadership*

Creating a clear vision of technology

Visionary Leadership Building strategies to support all agents

Enabling access to digital devices
Modeling technology use

Digital Learning Environment Guiding effective technology utilization

Providing opportunities

Professional Development Creating a learning community

Maximizing learning
Employing competent staff
Building strategic partnerships/networking

Developing a Digital Learning
Environment

Openness / open communication channels
Transparency and customer-centricity
Values Freedom to experiment

Diversity and inclusion

Teacher focus/trust

Sustainability

Digital Citizenship Digital filtering / responsible use of technology

* Adapted from: Eberl & Drews, 2021; Zhong, 2017.
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The efforts to align the educational landscape with the demands of Industry 4.0 can also be
interpreted as a new scale of school improvement. Studies on school improvement often point out
leadership as a major factor in enabling improvement (Liljenberg & Wrethander, 2023). Tam et al.
(2018) explain that school improvement requires effective management of change and can be
achieved by changing schools' organizational, social, and intellectual capital. At the organizational
level, the knowledge, skills, and practices of change management should support and guide the social
and intellectual capital of the school. The intellectual capital comprises the knowledge, skills, values,
and dispositions towards technology integration. In contrast, social capital refers to the mutual
respect and trust among all teachers, students, and parents supported by open communication
channels and networks. Among these capitals, social capital is considered the most influential in the
success of change. According to this framework, digital educational leaders should engage in
developing the intellectual capital of the school by providing professional development opportunities
and building a strong social capital.

Research shows that most of the change initiatives in organizations end up with failure because
employers reject enacting the change (Rehman et al., 2021). This resistance often comes from the
fear of the unknown. This fear emanates from their assumption that the expected change will attack
their immediate world, which they have worked hard to build and feel comfortable with its
established routines. It also results from being overwhelmed or unable to adapt, significantly
reducing self-confidence and efficacy beliefs. Therefore, the success of a change initiative depends
on leaders’ effective management of individual and collective perceptions about it and requires
taking strong measures to ensure security and necessary training (Elbanna & Armstrong, 2023).

Another leadership model developed recently from the investigations into how insects like ants
or bees survive changing circumstances through collective behavior and intelligence. Swarm
leadership, as it is called, is considered to be a viable means of encouraging the flexibility, robustness,
decentralized decision-making, and self-organization demanded by Industry 4.0 (Guzman et al,,
2020). This leadership is enacted through the collaborative and adaptive work of individuals within a
group. It aims to leverage the collective intelligence — so-called swarm intelligence — of that group to
respond quickly to the changing circumstances. The use of swarm intelligence often produces more
complex and intelligent outcomes than an individual agent could achieve alone. Consequently, swarm
leadership increases the collective capacity and agility of the group to solve problems and make
decisions efficiently in dynamic and uncertain environments. With all these benefits, swarm
leadership seems to be an appropriate model to turn schools into digitally enhanced learning
environments and to achieve the Education 4.0 ideal.

4. The Challenge Awaiting Educational Leaders

The breakthroughs in Al and Al-based technologies have accelerated debates over what threats
could accompany their benefits and what the world would look like in the near future if these Al tools
occupied all facets of human life. Like in other areas, these technologies come with their risks and
challenges for education while supporting learning and teaching at school (Fullan et al., 2023).

One of the inherent challenges for educational leaders could be managing what outcomes these
rapidly transforming technologies produce for better or worse, since these changes occur even
before people engage in and understand their earlier versions. Consider ChatGPT, for instance. While
people were exploring the astonishing features of its previous versions, OpenAl released its latest
version, ChatGPT 4.0, with all the alluring and mind-blowing capabilities. Although people who faced
such a technology for the first time in their lives were fascinated by its extraordinary capabilities,
many from diverse backgrounds soon engaged in hot discussions about their potential threat to the
existing systems in society. From the perspective of education, for example, its strong potential to
instigate and ease academic dishonesty (cheating) was among these hot topics. As the current
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student population was exposed to traditional teaching and evaluation methods, the instant
emergence of such a technology in the arena made educational agents raise eyebrows. In this
context, many educational leaders’ first reaction was to ban its use, considering it a threat to
education. However, it is significant to acknowledge that these technologies have entered the
educational landscape since the day they appeared on the stage and have the potential to bring both
beneficial and hazardous outcomes (Heath et al., 2022; Limna et al., 2022).

Another significant challenge of these technologies is the digital divide they create in society,
which is very likely to deepen the already-existing injustices in education (Lythreatis et al., 2022;
Rhoades & Brundrett, 2009). However, enabling the beneficial and equitable use of these
technologies by all students is one of the key liabilities of educational leaders (Montenegro-Rueda et
al., 2023). Although public schools are already incumbent on providing all students with the
opportunities to develop the skills they need to fully participate in “Society 4.0” characterized by high
tech job market and global networking, the widening digital divide between students from diverse
backgrounds, socioeconomic status, and ethnicity stands as a significant challenge to realizing this
goal (Flanagan & Jacobsen, 2003).

A new phenomenon that appeared in Society 4.0 is ‘digital addiction’, which basically comprises
addiction to any online or offline digital tools such as smartphones, social media, and video games
(Allcott et al., 2022; Basel et al., 2020). Usually starting with an extreme and impulsive use of these
technologies, digital addiction was evidenced to give harm to young people’s brain functions,
decrease their academic achievement, interfere with their daily responsibilities, and have adverse
effects on their healthy routines and interaction patterns (Karakose & Polat, 2025; Meng et al., 2022).

Adolescents, most of whom are students, make up the most vulnerable group to digital addiction
and its adverse effects (Al-Khani et al., 2021; Kuss & Lopez-Fernandez, 2016). This presents another
novel case to be dealt with by educational agents, particularly educational leaders, so that they can
transform these technologies into a power to leverage their digital knowledge and competencies
rather than becoming slaves to them.

This Al age, then, brings additional responsibilities to educational leaders. Fundamentally,
educational leaders have to engage in the challenging process of updating their knowledge of these
Al-based, digital technologies even before they become integral to students’ lives. Providing direction
and guidance to lead healthy technology integration school-wide, educational leaders have to “fill any
gaps in their technological knowledge and skills... spread this practice to the school learning
environment’ (Hamzah et al., 2021, p. 217). In addition, they have to be aware of their key role in
discovering the benefits of these technologies on one side, while devising measures to tackle their
risks on the other. In the current circumstances, educational leaders turning their backs on these
technologies or completely banning them would be as absurd as an ostrich burying its head in the
sand.

Research on the influence of these technologies has recently provided several benefits such as
assisting teachers and students during the course of their studies, offering diverse means and
materials that could cater for students’ personal learning needs, producing more intelligent and
interesting content, and enhancing school effectiveness/efficiency through optimizing the
management of schools (Limna et al., 2022; Montenegro-Rueda et al., 2023). However, much of this
research also underlines that the optimum use of these technologies necessitates effective means of
human-machine collaboration (Sallam et al., 2023) so that they could empower teachers and make
the teaching process more engaging, hence achieving better learning outcomes (Tlili et al., 2023). To
enable this, educational leaders need to tackle such issues as the ‘new ethical and societal risks,
including perpetuating systemic bias and discrimination, compromising students’ privacy, increasing
student monitoring and surveillance, jeopardizing student autonomy, disadvantaging traditionally
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marginalized students, and amplifying racism, sexism, xenophobia, and other forms of inequity (Trust
et al., 2023).

5. Conclusion and Final Thoughts

The value of this paper lies in its capacity to point toward the possible implications of the new
context of education in the twenty-first century, which is characterized by instant and unprecedented
technological breakthroughs. The paper has particularly focused on the implications of these
dramatic changes in the realm of technology to the role of the educational leader and attempted to
offer broader perspectives, building upon the requirements of Industry 4.0, Society 4.0, and
Education 4.0.

In the face of the very complex, hard-to-control, rapidly changing, and often unpredictable
technological trends, educational leadership has become even more of a challenge than in the past.
In brief, in the new education landscape, ‘on the one hand, there seems more to control but, on the
other hand, control seems harder to come by’ (Shepherd, 2004, p. 2). Under these circumstances,
putting all the responsibility and burden of adapting education to its changing environment on a
single, hero-leader —i.e., the principal —seems unlikely to produce the desired outcomes of Education
4.0. In this context, the shared/distributed forms of leadership built upon a shared vision of
technology integration, a climate of cooperation and trust, and a strong desire to pursue continuous
professional development are warranted (Luksha & Kinsner, 2020).

Early studies revealed that technology-savvy educational leaders/communities act as the
building blocks of a school’s progress in technology integration (Anderson & Dexter, 2005; Sterret &
Richardson, 2020). To achieve this, educational leaders need to determine a clearer direction on
optimally combining technological resources and educational theories to improve students’ learning
experience and to equip them with the competencies of this age (Dexter, 2011).

In the new era of Education 4.0., educational leaders are still charged with developing a vision,
generating and ensuring the implementation of school improvement plans, developing and
sustaining a climate of trust, promoting collaboration/cooperation, keeping the communication
channels open, and effectively managing the process of change (Cetin & Karsantik, 2022), but this
time with more creative, diverse, and innovative ways of thinking (Fullan et al., 2023). Only then can
they enable technology to facilitate education rather than dominate it, and serve the goals of
Education 4.0 to cultivate students’ potential as citizens of the future society (Avidov-Ungar et al.,,
2022; Zhai & Pellegrino, 2023).
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